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Abstract: 

Nowadays people like on-line shopping over typical shopping. People enjoy on-line shopping experiences by publishing, 

browsing, or sharing product reviews written by themselves or others. The Average of client ratings on a product, that is 

reputation, is one in all the key factors in on-line buying choices. However, no guarantee of the trustiness of a reputation since it 

can be manipulated rather simply.  Check the on-line rat ing is correct or not and take decision i.e ., fake or Real using Jaccard 

coefficient and Term Frequency–Inverse Document Frequency algorithm. These create trustworthy on-line shopping system. 
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I. INTRODUCTION 

 

Biggest challenge in todays world is that detecting the person 

is good or bad. Similarly in online world also its difficult to 

detect the fraud people who just try to gives wrong details 

about anything for money. A lso in online rating system there 

is many false rat ing are done by a person or website, that use 

to show the product quality is good even if it’s  not. To avoid 

such things there is many models and research paper that gives 

idea about how to avoid th is false rating. Instead of avoiding 

this, create system that automatically detect the false rating in 

online shopping like amazon, ebay or flipkart and also detect 

product quality. For this Jaccard coefficient and Term 

Frequency–Inverse Document Frequency algorithm is use. In 

Jaccard coefficient and Term Frequency–Inverse Document 

Frequency algorithm actually anyone can able to find the 

website reputation and website is actually safe or not. Trust 

and reputation underlies each face-to-face trade. a significant 

weakness of electronic markets is that the raised level of risk 

related to the loss of the notions of trust and reputation.  In 

associate on-line setting, trading partners have restricted info 

regarding every other’s dependability or the product quality 

throughout the dealings.  [1]The analysis by Akerloff in 1970 

on the market fo r Lemons is also applicable to the electronic 

market. The most issue distinguished by Akerloff regarding 

such markets is that the info spatiality between the buyers and 

sellers.  The buyers realize their own trading behaviour and 

also the quality of the products they're selling.  On the opposite 

hand, the sellers will at the best guess at what the buyers 

recognize from info gathered regarding them, like their 

trustiness and reputation. Trading  partners use every others’ 

reputations to reduce this info  asymmetry so as to fac ilitate 

trusting trading relationships. Reputation coverage systems are 

enforced in e-commerce systems like eBay, Amazon, etc., and 

are attributable with these systems’ successes. Many analysis 

reports have found that seller reputation has important 

influences on on-line auction costs, particularly for h igh-

valued things.  Trust between buyers and a seller is inferred 

from the reputation that agents have within the system. 

however this abstract thought is performed is usually hand-

waved by those designing and analyzing such systems as 

[6]Zacharia and Maes (1999), [5]Houser and Wooders (2001).  

Moreover, several studies don't take into consideration 

possibilit ies of deception and distrust.  As shown by 

[4]Dellarocas (2000), many simple attacks on reputation 

systems is staged. These studies also don't examine problems 

associated with the benefit  of ad justing one’s pseudonym on -

line.  As Milton Friedman and Resnick (1998) have pointed 

out, a simply changed pseudonym system creates the 

motivation to misbehave without paying reputational 

consequences. Besides electronic markets, trust and reputation 

play necessary roles in distributed systems generally. as an 

example, a trust model features conspicuously in 

Zimmermann’s Pretty smart  Privacy system .  The reputation 

system within  the anonymous storage system Free Haven is 

responsible for making accountability of user and part actions.  

Trust management within the system Publius permits it to 

publish materials anonymously such censorship of and 

meddling with any publication within the system is rendered 

very difficu lt. The projected framework doesn't need cluster or 

classification, each of that necessitates considerable learning 

time. although Jaccard coefficient and Term Frequency–

Inverse Document Frequency algorithm doesn't need any 

learning steps once determination a false reputation, intensive 

experiments show that Jaccard coefficient and Term 

Frequency–Inverse Document Frequency algorithm provides 

additional trustworthy reputations than do algorithms 

supported cluster or classification. The contributions of this 

paper are as follows. In this paper false detection of online 

rating are show. Most common way to detect false rat ing is 

calculate the average of g iven rating. Using Jaccard coefficient 

and Term Frequency–Inverse Document Frequency algorithm 

finding the false rating is easy. Differentiation of trust and 

reputation is either not created or the mechanis m for abstract 

thought between them isn't express. Trust and reputation are 

taken to be a similar across multip le contexts or are treated as 

uniform across time. Despite the sturdy social science 

foundation for the ideas of trust and reputation, existing 

procedure models for them are typically not grounded on 

understood social characteristics of those quantities.  

 

When Apply Detection 

 

1) Read comment for the product 

2) Apply text min ing and get positive and negative 

comment (Term Frequency–Inverse Document Frequency 

algorithm) 

3) Generate datasets for similarity measure 
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4) Apply similarity measure and detect false rating 

(Jaccard coefficient) 

 

In work flow diagram there is client applicat ion for getting 

client informat ion like login, sign up, view product, search 

product buy product and rate and comment on product, server 

is use to store data that are given by client (check similar 

datasets) and use for applying text min ing to find the negative 

and positive comment.  And admin application for add new 

product, check product is available or not and manage that 

product. 

 

 
 Figure.1. Work Flow diagram 

  

II. LITERATURE REVIEW 

 

1)”Can You Trust Online Ratings?  A Mutual 

Reinforcement Model for Trustworthy Online Rating 

Systems”[2] 

This paper defines the false reputation problem in  online rating 

systems and categorizes various real-life situations in which a 

false reputation may occur. The understanding of why and 

when a false reputation occurs helps us establish experimental 

situations. In order to solve the false reputation problem, 

Author proposed a general framework that quantifies the 

confidence of a rating based on activity, objectivity, and 

consistency. The framework includes TRUE-REPUTATION, 

an algorithm that iteratively ad justs the reputation based on the 

confidence of user ratings. Through extensive experiments, 

Author showed that TRUE-REPUTATION can reduce the 

influence of various RAs. 

 

2)”Classification features for attack detection in    

collaborative recommender systems”[7] 

In this paper, the authors demonstrate a classification approach 

to attack detection, introducing a number of detection features 

based on attack models. Author show that classifiers built 

using these features can detect attacks well to help improve the 

stability of a recommender under most attack scenarios. The 

segment and love/hate attacks prove to be the wiliest 

opponents. They are the most effective at avoiding detection 

particularly at low filler sizes. Authors are continuing to study 

the problem of detection for these attacks. 

 

3) “Using machine learning to augment collaborative  

filtering of community discussions” [8] 

This work demonstrates that machine learn ing can be a 

valuable tool for gaining an objective understanding of how 

values are embedded in technologies, how communities 

develop reputations and norms, and how socio-technical 

communit ies can combine human and machine computation. 

The work Author have done thus far with the Slashdot data set 

has shown that author past performance (reputation) is a good 

proxy for future results 

 

4) Outliers in Statistical Data [9] 

 “The two big questions about outliers are ‘how do you find 

them?’ and ‘what do you do about them?’” (Ord  1996). The 

bacon command presented here provides an answer to the first 

of these questions. The answer to the second is beyond the 

scope of this article and is left to the consideration of the 

researcher. No doubt, bacon renders the process of detecting 

outliers in multivariate data easier. Compared with hadimvo, 

the only other command devoted to this task in Stata, bacon 

appears to identify a similar set of observations as outliers. In 

terms of speed, bacon proves to be far faster. Hence, there is 

no apparent reason to use hadimvo instead of bacon. 

 

5) “A trust-aware system for personalized user 

recommendations in social  networks” [10] 

 In the proposed system, a framework is introduced for 

handling trust in social networks, which is based on reputation 

mechanis m. The reputation mechanism captures the implicit 

and exp licit connections between the network members, 

analyses the semantics and dynamics of these connections, and 

provides personalized user recommendations to another 

network members. Based on the trust semantics, the system 

will provide the positive recommendations i. e. list of 

trustworthy users and the negative recommendations i. e. list 

of untrustworthy users. Along with this, the proposed system 

provides one more interesting mode i. e. public profile 

matching that preserves privacy on social networks. This 

profile matching contributes in reputation ratings required for 

suggestions of friend list. The main focus is on providing 

negative recommendations. In order to compute the reputation 

of each member, Author adopt several other properties of trust 

such as, transitivity, personalization, and context, and draw 

ideas from sociology axioms.  

 

6) “Shilling attacks against recommender systems: A 

comprehensive survey” [11] 

Online vendors employ co llaborative filtering algorithms to 

provide recommendat ions to their customers so that they can 

increase their sales and profits. Although recommendat ion 

schemes are successful in e -commerce sites, they are 

vulnerab le to  shilling  or profile in ject ion attacks. On  one 

hand, online shopping sites utilize collaborat ive filtering 

schemes to enhance their competit ive edge over other 

companies. On  the other hand, malicious users and/or 

compet ing vendors might decide to insert fake profiles into 

the user-item mat rices in such a way so that they  can affect 

the predicted ratings on behalf of their advantages. In the 

past decade, various studies have been conducted to 

scrutinize d ifferent shilling attacks strategies, profile 

injection attack types, shilling attack detect ion schemes, 

robust algorithms proposed to overcome such attacks, and 

evaluate them with respect to accuracy, cost/benefit, and 

overall performance. Due to their popularity and importance, 

Author survey about shilling  attacks  in  co llaborative filtering 

algorithms.   

 

7) “The rise of crowds ourcing” [12] 

In his paper the author proposed the advantages of 

crowdsourcing are that it g ives firms access to a potentially 

huge amount of abour outside of the firm which can complete 

necessary tasks often in a fraction of the time and at a fraction 

of the cost than if the same activ ities were conducted in-house.  
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Some of the availab le ‘crowd’ may have limited skills but they 

will be willing to take on repetitive, menial tasks which cannot 

easily be performed by computers. On the other hand selected 

crowds may have a degree of expertise not available within the 

firm which can work to solve more complex issues or tasks. 

With particular applicability to the marketing field, 

crowdsourcing allows firms to harvest ideas from a wide and 

diverse collection of indiv iduals with experiences and outlooks 

different from those that exist within the firm.  

 

8)  “Recommender systems: From algorithms to user 

experience” [13]  

In this paper, the author proposed and implemented an 

algorithm which will take both collaborative filtering and 

social network information into account in order to improve 

the accuracy of a Recommender system to address the Cold-

Start problem. As a future work Author can extend this with 

the communit ies in social networks and can assign weight or 

trust measure to the users in Social matrix.  

 

9) “What makes consumers buy from Internet? A 

longitudinal study of online shopping”[14] 

The purpose of this study was to investigate the factors 

affecting online shopping intentions and behavior. The overall 

results indicate that the Theory of Planned Behavior provides a 

good understanding of these factors. Coupling belief elicitation 

with prio r research allowed us to obtain a salient set of 

formative measures that resulted in interesting practical 

implications for web designers and marketers about the critical 

drivers of behavioral control, subjective norms, and perceived 

consequences of online shopping. The results also show strong 

support for the importance of considering the personal 

innovativeness construct in the online shopping context. The 

use of a longitudinal approach toward data acquisition 

provided a stronger causal understanding of the factors 

affecting online shopping intentions 

 

10) “Credibility: A multidisciplinary framework”[15] 

In this paper, the author proposed how and why digitally 

networked communicat ion environments alter traditional 

notions of trust, and presents research that examines how 

informat ion consumers make judgments about the credibility 

and accuracy of informat ion they encounter online. Based on 

this research, the article focuses on the use of cognitive 

heuristics in credib ility evaluation. Findings from recent 

studies are used to illustrate the types of cognitive heuristics 

that information consumers employ when determin ing what 

sources and information to trust online. The art icle concludes 

with an agenda for future research that is needed to better 

understand the role and influence of cognitive heuristics in 

credibility evaluation in computer-mediated communication 

contexts. 

 

III. FALS E REPUTATION 

 

In online rating system, it’s not possible to get the result 

perfectly. Result always base on user. We put various 

situations to detect the false rating.   

 

1)Read comment :  In this situation client/customer  may give 

five star to product but in comment he/she write bad thing 

about product or he write thing that are not related to product. 

Somet ime people just give 1 star to product but write good 

thing about product. This situation may consider as fake. User 

may  just try to decrease product sells or product reputation. 

Giving high rating to promote a specific product or low rating 

to demote a specific product. [2]In paper  “Can You Trust 

Online Ratings? A Mutual Reinforcement Model for 

Trustworthy Online Rating Systems” has  two situation 

planned attack unplanned attack. A planned attacker is a user 

who “intentionally” manipulates the reputation of a target 

product by giving unfair ratings. An unplanned attacker is 

either an  extremist who evaluates the quality of a product 

according to “abnormal” standards or a don’t-carer who 

“without planning” provides meaningless ratings. 

 
2) Text mining: Text mining, additionally mentioned as text 

data processing, roughly like text analytics, refers to the 

method of derivation high-quality info from text. High-quality 

informat ion is usually derived through the making of patterns 

and trends through suggests that like applied mathematics 

pattern learning. The term text  analytics describes a group of 

linguistic, applied mathematics, and machine learning 

techniques that model and structure the data content of textual 

sources for business intelligence, searching information 

analysis, research, or investigation. The term text  analytics 

additionally describes that application of text analytics to 

respond to business issues, whether or not severally or in 

conjunction with question and analysis of fielded, numerical 

informat ion. it's a truth that eighty percentage of business -

relevant info originates in unstructured form, primarily text. 

These techniques and processes discover and present 

informat ion – facts, business rules, and relationships – that's 

otherwise locked in textual type, impenetrable to automatic 

process. 

   

 
Figure.2. Text analytics 

 

3) Similarity measure: Clustering may be a helpful technique 

that organizes an outsized amount of unordered text 

documents into a tiny low variety of significant and coherent 

cluster. A wide form of d istance functions and similarity 

measures are used for cluster, like square geometer distance, 

and circular function similarity. Text document cluster teams 

similar documents to create a coherent cluster, whereas 

documents that area unit diff erent have separated apart into 

diff erent clusters . Compare and analyze the eff ectiveness of 

these measures in partit ional clustering for text  document 

datasets. Their experiments utilize the standard K-means 

algorithm and they report results on seven text document 

datasets and five similarity measures that have been most 

commonly used in text clustering.[3] 

 

IV. CONCLUS ION 

 

This paper show online rating problem and some situations 

where problem are occurs, using this situations we are able to 

establish system that can check reputation of product and 

online shopping websites like amazon, ebay and flipkart. In 

order to solve false reputation problem, we use Jaccard 
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coefficient and Term Frequency–Inverse Document Frequency 

algorithm, an algorithm that iteratively adjusts the reputation 

based on the confidence of user ratings. We add some point 

like customer history, read comment and similarity measure. 

We develop an approach to accurately separate an item score 

and a seller score from a user rating. 
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